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TCP purposes and features

e basic data transfer

® process-to-process multiplexing
e reliability

e flow control

e connections

Transport purposes and features

TCP UDP

® process-to-process data
transfer

e reliability
e flow control

® connections




Basic data transfer method

e sending TCP

— “blocks out” (segments) the data stream

— gives each block its own packet (“segment”)
e receiving TCP

— reassembles the blocks into original stream

Multiplexed
“process-to-process” transfer

® processes get identifying numbers (““ports™)
e [P address/TCP port pair is a local “socket”

e pair of sockets, one on each of 2 machines,
associated with a unique bilateral “connection”

e packets between machines belong to a particular
one of the machines’ connections

e overall packet flow contains separate flow for
each connection




Reliability

e problems with data
— damaged
— lost
— duplicated
— delivered out-of-order

® solution
— Sending TCP Receiving TCP
— number the data acknowledge good data

— require acknowledgement discard bad data
— resend unacknowledged reassemble by the numbers

Flow control

e problem
— sending TCP might overwhelm receiving TCP
® solution

— constrain sender by requiring receiver’s
permission which data, by number range, may be
transmitted




TCP connections

e reliability/flow control require state info

e cach TCP initializes/maintains it for each data
stream

e connection ends, state info data structures
freed

TCP packet (segment) header
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“Flag” bits

TCP flags field

TCP Header

URG = urgent
}5(, : ACK= acknowledgement
2] anation Port

source POrT |

Seguence W PSH = pUSh
RST = reset
/E@w'\em!\t Number

SYN = synchronize
|ulalP|R|S|F] 2 e

o [r|c|s|s|v[T] i ndow FIN = finish
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checksum\\ / urgent PodrTer

wour data ... next 500 octets

Establishing a “connection”

e client sends packet with SYN bit set

e server returns packet with SYN & ACK set

e client sends packet with ACK set

e called “3-way handshake”

e connection establishment’s signature sequence




3-way handshake
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TCP - SYN

Edit Capture Display Tools

Source Destination Frotocol
= r 5 > http = e} i i L¢ i
Wiy, gongLe, com thermador http > 32825 [SVN, ACK] Seq=1634930587 Ack=1532481969 Win=3220

|

=]

Frame 13 (74 on wire, 74 captured)
[| 2 Ethernet 11
Internet Protocal, Src Addr: thernador (10,100.13.13%), @ won.google.con (216,239.39,100)
El Transnission Control Protocsl, Sro Port: 32025 (32025) 4 http (B0), Seq: 1532481968, Ack: 0
Source port: 32825 (32625
Testination port: http (80)
Sequence nunber: 1592481986
Header lemgth: 40 bytes Server
Bl Flags: 0x0002 (SVN)
s = Congestion Window Reduced (CUR)Y Mot set
Wy CN-Echos Mot set
200 Irgents Mot set
= Acknouledgnent. Mot set

i) SYN flag set indicates new
connection request

Window size: 5840
Checksum: 0xba02 (correct)
B fptions: (20 bytes)
Maxinun segment size: 1460 bytes

0000 00 a0 of e2 ee 16 00 d0 B3 16 &d c0 0B 00 45 00 ,.....,. Y.; . E,
0010 00 3c 7d 00 40 00 40 05 a5 7a 0z 64 0d 89a df ef  <3R.Q. .z.d....
o020 27 fd A0 39 00 K0 Se eh G h0 00 00 00 00 a0 02  'd 9P X ...

iter:|[(1p.acdlr eq 10.100.13.138 and p addr eq 216.239.39.100) and (tcp.port eq 32625 ;J Reset][ File: google




TCP - SYN/ACK

Flle Edit Captre Display Tools

no[rine  [source Destination [Protacal [into
13 3.000000 _thernador w.g0ogle. con TP 32825 > http [SYN] Seq=1592481968 Ack=0 Uin=5840 Ler=0 5S-L460 TV=L8752344 TSER=0 Ul

15 9.100000  thernadar Wi, google,con TCP 32625 > hiep [ACK] Win=5640 Len=0 TSER=759

(= T =

El Internet Protacol, 5o Addrs wiw.goosle,con (216,233,33,100), Dst Adde: thermador (10,100,13,138)
rsion: 4
Header- length: 20 butes
iFFerentiated Services Fields 0x00 (ISCP 0x00: Tefaults ECN: 0x00)
Total Lengtht 60
Identification: Oxdlad
lags: 0304
Fragnent offsst: 0
Tine to live: 49
Protocolt TCP (0x0B)
Header checksun: Oxefd§ (correct)
Source: wow,ao0gls.con (216,233,33,100)
Testination: thernador (10,100,13.138)
El Transnission Control Protocol, Src Port: http (80), Dst Fortr 32825 (32825), Seq: 1634930887, Ack: 1532431983
Source port: htty
Testinat ion port: 32825 (32625)
“2oanse nunber: 163499DnT
Rcknouledgenent. nuber: 1532431363
rer- length: 40 bytes
ElF1ags: 0x0012 (SW, ACK)
Congestion Window Reduzed (CUR): Not set
ECH-Echo: Not set.

= wimime = > SYN and ACK
..1 o Saf t Flags Set

lindow sizes 32200

00 90 53 16 £d c0 00 ab b o2 ee 16 08 00 45 00 .V.m... ......E.
00 3c 41 ad 40 00 31 06 of of 48 o 27 64 0a B4 .CA.G.1. ....'d.d
0d Ba 00 B0 AD 33 A% 07 A0 Fh e eh &R h1 A0 17 Phe. ot

ifter| [13.138 and ip ador eq 216.239.33.100) and (tcp.port eq 32625 and topport eq 80) /| Reset][File: google
(E! p q p.port eg pport eq

File Edit Captwe Display Tnols

no[Time  [source Destination [Frotacol [inta

13 9,000000  thernador s google. con 32825 > http [SYN] Se
14 9,100000 _uww. gooale. con thernador bt

Bl Internet Protocol, Sre Addr: thermador (10.100,13,138), Dst Addr: wuw,google.con (216.233,33,100)

Header- lengths 20 butes
ifferentiated Services Field: 0x00 (ISCP 0<00: Default: ECH: 0x00)
Total Length; 52
Tdentificat ion: Ox7d0L
lagst 0x04
Fragnent offset: 0
Tine to live: 64
Pratocol; TCP (0x06)
Header- checksun: OxaB81 (correct)
Source: thermador (10,100,13.138)
Testinationt wau,google,can (216,239,33,100)
Bl Transnission Control Protocol, Src Port: 32825 (32625), Dst Port: http (80), Seqr 1532481363, Ack: 1634330383
Source port: 32805 (32835)
L R
Sequence nunber: 1592431963
“ gdgenent_runber: 16340

Header Tength: 30 butes
El Flags: 0x0010 (ROK)
Over evvs = Congestion Window Reduced (CUR) Mot set
WOuv vvv, = EON-Echo: Hot set
9

even = Rcknowledawent 5o
0. = Push: Mot st ACK Fl
e L ag
seee ol = Sung Not set

eve 0n0 = Fing Rok set
Window size: 5840

00 20 cb 2 ee 16 0D d0 59 16 64 o0 08 00 45 00 sreo Yoo Ee
00 34 7d 0L 40 00 40 05 25 B1 0a B4 0d Ba B ef 00, L.udeeee
27 R4 0 73 00 50 G- h BA KRR 07 80 Fr A0 10 Bl e

[ iter] 15,138 and ip acitr eq 216.235.38.108) and (op.porl eq 32825 and top.port eq 80) /] Resel][File: gougle




TCP is “stream oriented”

e data transmitted during connection viewed as
one continuous stream

® bytes are consecutively numbered
e stream segmented into packets for transmittal

File deconstruction
Into sequenced packets

a 500,000-byte file

data for 1%t packet data for 2" packet

T
ESAE 20 Ao Ll B

Packet’s sequence number is the sequence number assignments:
byte-stream number of the 1% 1t packet — O
data byte in the packet. 2nd packet — 1000

31 packet — 2000

etc




Sequence numbers

e relative to byte stream, not packet series
e initial sequence number randomly chosen
— during connection setup handshake
— actual byte count does not start from zero
e two number sequences
— TCP carries 2 flows (full-duplex)
— a separate sequence for each flow/direction

Acknowlegement number

® also byte-stream relative
® is sequence number next-expected from partner
e acknowledges receipt of all prior bytes
e therefore called “cumulative” acknowledgement
e acknowledgements are piggybacked

— client-to-server acks ride with server-to-client data

— server-to-client acks ride with client-to-server data
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Numbering example’:
(“C” keystroke in telnet)

Starting SEQs: 5
host1: 42 host1 host2

host2: 79 SE
Q‘*l’) ACK\ 79
: Ddtd‘
Host ACKs receipt of
5 “C”, echoes back “C”
CR=22
SEQ’79 A
m: C
Host ACKs receipt of
th” SE
Q= 43 ACK~ 8()

* Kurose & Ross, p. 234

< Time

Traffic control

e flow control
— adapt rate to partner’s capacity

— depends on spare room in partner’s receive buffer

e congestion control
— adapt rate to intervening path’s capacity

— depends on “just-about-anything”

11



Flow control: receive window

receive buffer (fixed size)

receive “window” (variable size)

/—/%

to

data from IP —> TCP data in application

spare room rocess
buffer s

Partner given “willingness-to-accept”

TCP data in

spare room
buffer

SOUrce POFT \I pestination Port

Sequenc% Number

Acknow] Edgm&nt Humber

|
|
|
| Data | lulalrlr|=|F]|

| offset| rReserved |[rR|C|S|S|v[I]| window
| | |GIKIHITIN[N]

|
|

checksum | urgent Pointer

your data ... next 500 octets
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Congestion control

e cap sent-but-unacknowledged data amount

e congestion limit can exceed flow limit

e vary the cap per perceived network congestion
— cap more severely when packet loss rate rises
— relax cap when it drops

TCP Socket

e connection defined by socket pair

— combination of IP address and port = socket

e client IP =10.100.13.138
e client Port = 32825
— client Socket = 10.100.13.138:32825
e server IP =216.239.39.100
e server Port = 80 (http Default)
— Server Socket =216.239.39.100:80
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well-known TCP ports

e 2] -ftp

e 22 - ssh

e 23 - telnet

e 25 - smtp (Simple Mail Transport Protocol)
e 80 - http

® 110 - pop3 (Post Office Protocol)

e 123 - Network Time Protocol

TCP connection teardown

& Time

14



FIN/ACK

Flle Esit Capture Display Tools

9 15
93 21.
94 21.870

Destination
Ccuis E
cuisinart thermador
thermador cuisinart

net > 2320 [FIN Al

TP 2320 > te'\et [FIN, ACK] Seq
TR telhet » 2320 [ACK] Seq=1792937778 AcCk=2456309763 Wih=5792 Le

56306762 Ack=179

Ethernet
Internet

Source

IT

Protocol, Src Addr: thermad

ntrol Protc
port: telnet {232

Port: telr

or ¢10.100.13.133), Dst Add cuisinart €10.100.13.101)
J D C ) 7

Destination port:
Sequence number

2320 (2320)
1782937777

Acknowledgement number

2456309762

Header length: 52 bytes
B Flags: 0x0011 (FIN, ACK)
Window size: 5792
Checksum: 0xae86 (correct)
B options: (12 bytes)
(=

0000 ap cc 3e c5 41 00 do¢ 59 16 6d cO 08 00 45 10
0010 3¢ ed 5b 40 00 40 06 26 32 03 64 0d a 0a 64
65 7 92
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