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network traffic capture
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The Big Daddy of Open Source

Capture

e tcpdump is the core Open Source packet
sniffer program

e simple, text based program

e many other programs (such as Ethereal)
that use the same file-save format can be
used to display or interpret tcpdump files
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Many options

Must be root to run

-adefInNOpqRStvX ] [ -b protocol ] [ -¢ count ]
—F file j [ —-i interface ]} [ -r file j}

-8 snaplen ] [ -T type ] [ —w file ]

—-u 7 7r ion j

prints ocut the headers of packets on a network
interface that match the boolean expression.

Onder sSunos with nit or bpf: To run tcpdump you must have
read access to fdev/nit or fdev/bpf*. Under Solaris with
dipi: You must have read access o the network pseudo
device, e.g. /fdev/ie. Under HP-UX with dlpi: You must be
root or it must be instailled setuid to root. Under IRIX
with » or It must b imstall
uid to root. Under Linux: You must be root or it must
be ingtalled setuid to root. Under Ultrix and Digital
E the super-user has enabled promiscucus-i
operation using 7
Gnder BSD: You must have read access to /dev/bpf*.

- Cl
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Some of them

Catczory [ Option [Deseription |
what o captre
just mine (alternatively everyone’s)
[where o capture |+ | ntrfuce specification
o et minmalowpu |
- packet content as well as header
EN
|

how to show no address-to-name conversion

nor port/protocol-to-name conversion
save/restore write capture to file
replay previous capture from file
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tcpdump -i <interface>

ador i i
File Edit Settings Help
[root@thermador ,root]# topdump -i eth0

Kernel filter, protocel ALL, TURBO mode (575 frames), datagram packet socket
i tepdump: listening on eth0

([ File Edit settings  Help

{roct@thermador /rootl# topdump -1 eth0 |
Kernel filter, protocol ALL, TURBO mode (575 frames), datagram packel socket
toepdump: listening on eth(

06:17:35.275015 B arp who-has 10.100.22.138 tell cuisinart

06:17:35.275015 > arp reply 10.100.29.138 (0:d0:52:16:6d:c0) is-at 0:d0:59:16
e (0:a0:cc:3e:a5:41)

06:17:35.285015 > 10.100.22.138.32769 > ns2. pmindspring.com.domain: 46727+ PTR
38.29.100.10. in-addr arpa. (44) (DF)

06:17:35. 385015 < ns2.mindspring.com.domain > 10.100.29.138.32769: 46727 NXD .
n 0/1/0 (121)

06:17:35.385015 > 10.100.22.138.32762 > ns2 mindspring. com. domain: 46728+ P
86.188.69.207. in-addr.arpa. (45) (DF}

06:17:35.485015 < ns2.mindspring.com.domain > 10.100.29.138.32769: 46728 1/
TR n&2 mindspring.com. (204) .
06:17:536.275015 B arp who-has I0.100.22.138 tell cuisinart )
06:17:36 275015 > arp reply 10.100.29.138 (0:d0:59:16:6d:c0) is-at 0:d0:59:
00 (0:a0:c0:30:05:41) .
06:17:37.275015 B arp who-has 10.100.29.138 tell cuisinart .
06:17:37.275015 > arp reply 10.100.22. 138 (0:d0:59:16:6d:c0) is-at 0:d0:52:
o0 (0:a0:cc:3e:c5:41) e

Are we in promiscuous mode here? o pavid Morgan 2003-14

Capturing a ping

[root@rh clientserver]# tcpdump -i ethl

ethl: Setting promiscuous mode.

tcpdump: listening on ethl

14:24:54.265612 vclient > rh: icmp: echo request (DF)
14:24:54.265791 rh > vclient: icmp: echo reply

While vclient pinged rh
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Effect of -n

[root@rh clientserver]# tcpdump -i ethl
ethl: Setting promiscuous mode.

tcpdump: listening on ethl
14:24:54.265612 vclient > rh: icmp: echo request (DF)

14:24:54.265791 rh > vclient: icmp: echo reply

[root@rh clientserver]# tcpdump -ni ethl
ethl: Setting promiscuous mode.

tcpdump: listening on ethl
14:36:13.651382 200.2.2.2 > 200.2.2.1: icmp: echo request (DF)

14:36:13.651564 200.2.2.1 > 200.2.2.2: icmp: echo reply

While vclient (200.2.2.2) pinged rh (200.2,3,1) \, . . 20054

Effect of -t

[root@rh clientserver]# tcpdump -i ethl
ethl: Setting promiscuous mode.

tcpdump: listening on ethl
14:24:54.265612 vclient > rh: icmp: echo request (DF)

14:24:54.265791 rh > vclient: icmp: echo reply

[root@rh clientserver]# tcpdump -ti ethl
ethl: Setting promiscuous mode.

tcpdump: listening on ethl

vclient > rh: icmp: echo request (DF)

rh > vclient: icmp: echo reply

Whlle vc"ent plnged rh © David Morgan 2003-14




Effect of -v

[root@rh clientserver]# tcpdump -i ethl

ethl: Setting promiscuous mode.

tcpdump: listening on ethl

14:24:54.265612 vclient > rh: icmp: echo request (DF)
14:24:54.265791 rh > vclient: icmp: echo reply

[root@rh clientserver]# tcpdump -vi ethl

ethl: Setting promiscuous mode.

tcpdump: listening on ethl

14:52:58.436857 vclient > rh: icmp: echo request (DF) (ttl 64, id 0, len 84)
14:52:58.437045 rh > vclient: icmp: echo reply (ttl 255, id 6268, len 84)

While vclient pinged rh
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Effect of -x

[root@rh clientserver]# tcpdump -xi ethl

ethl: Setting promiscuous mode.

tcpdump: listening on ethl

14:55:52.549777 vclient > rh: icmp: echo request (DF)
4500 0054 0000 4000 4001 a6al
c802 0201 0800 c97c 4407 0100
faf7 0e00 0809 0alOb 0cO0d 0eOf
1415 1617 1819 lalb 1lcld 1lelf
2425 2627 2829 2a2b 2c2d 2e2f
3435

14:55:52.549966 rh > vclient: icmp: echo reply
4500 0054 187d 0000 ££f01
c802 0202 0000 dl7c 4407
faf7 0e00 0809 0alOb 0cOd
1415 1617 1819 lalb 1lcld
2425 2627 2829 2a2b 2c2d
3435

While vclient pinged rh
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What to capture...

what to capture count of packets to capture

-p just mine (alternatively everyone’s)

...there’s more to it than that.

© David Morgan 2003-14

Two what-to-capture restrictions

e Voluntary: packet filter expressions

e Involuntary: can’t capture what doesn’t
appear on the interface in the first place
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Packet filter expressions using
address primitives

e host 200.2.2.1

e src host 200.2.2.2
e dst host 200.2.2.2
® ‘ip[16]>=224"

® ‘ip[2:2]>512°

e ‘cther[0]&1=1"

© David Morgan 2003-14

Packet filter expressions using
protocol primitives

®ip

e {cp
e udp
® icmp
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ooleans

e and
® Or
® not

iliter example

Fle Edit View Terminal Tabs Help

[root@frausto ~]# ifconfig eth® | grep “inet
inet agar:192.168.1.128

[root@frausto ~]#

[rootgtrausto

[root@frausto

[rootafrausto

© David Morgan 2(

addr®
Brast:102.168.1.255 Mask:255,255.255.0

3 root@frausto:~
File Edit View Terminal Tabs Help

)03-14

[rootafrausto c 1 192.168.1.130
62:50:06 PM

PING 192.168.1.130 (192.168.1.130) 56{84) bytes of
64 bytes from 192.168.1.136: icep_seq=l 4 time

ping

192.168.1.130 ping statistics
ted, 1 received, 0% packet loss,

ev = 0.272/0.272/8.272/6.000 ms

data
=0.272

time lms

[rootafrausto ~]# date +kr;tcpdump -nnti etho icmp and dst
02:50:06 PM

tcpdump: verbose output suppressed, use .v or
listening on etho, L NIOMB JFrhecoet)
TP 192.168.1.120 >[192.168.1.130: ICMP echo request
IP 192.168.1.130 >[192.168.1.120: ICMP echo reply,

net 192.168.1.0/24

wv for full protocol decode
dure size 96 bytes

id 32526, seq 1, lengt
d 32526, seq 1. length

64

2 packets captured
2 packets received by filter
0 packets dropped by Kernel

*

[rootgfrausto ~|# date +&r; ping -c 1 182.168.1.1
02:50:36 PM

PING 192.168.1.138 (192.168.1.130) 56(84) bytes o
64 bytes from 192.168.1.130: icep seq=1 tTl=64 tife:

192.168.1,130 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss
ret min/avg/max/adev = 8.313/0.313/6.313/0.000 s
[root@frausto ~

data.
=0.313 ms

time lms

[root@frausto ~|# date +%r;tcpdump -nnti eth® icmp and dst net 192.168.1.8/25
02:50:34 P

tcpdump: verbose output suppressed.,
Listening on ethe, link.tyoe ENIGMB (Ethern
-c

1 packets captured

1 packets received by filter

0 packets dropped by kernel

use -v or -wv for full protocol decode

pture size 96 bytes
id 33556, seq 1. length 64

T =T

£ -
[rootpfrausto ~1# date +ar; ping -c 1 192.168.1.123
62:51:16 PM

PING 192.168.1.123 (192.168.1.123) 56{B4) bytes of
64 bytes from 192,168,1.123: icmp_seq=l ttl=64 time

192.168.1.123 ping statistics --
1 packets transmitted, 1 received, 0% packet loss,
rtt min/avg/max/mdev = 0.667/8.667/0.667/0.000 ms
[root@f rausto

[rootpfrausto ~)#

[root@frausto

data
=0.667 =

time lms

[root@frausto ~]# date +%
02:51:08 PM
tepoump: verbose output suppressed, use -v or .ww for full protocel decede

listening on eth@, = id ure size 96 bytes

1P 192.168.1.120 >[192.168.1.123: ICMP echo request] id 34574, seq 1. length 64
IP 192.168.1.123 »[192.168.1.120: ICMP echo reply. §d 34574, seq 1. length 64
¢

2 packets captured
2 packets received by filter
0 packets dropped by kernel
[rootgfrausto ~]#

:tcpdump -nnTi ethO icwp and dst net 192.168.1.0/25

*192.168.1.0/24 means 192.168.1.0 thru 192.168.1.255
192.168.1.0/25 means 192.168.1.0 thru 192.168.1.127




Write to File

-w <file name> will redirect output to a file

File Edit Settings Help
[root@thermador /root]# tcpdump -i ethl0 -p -w MyTrace
Xernel filter, protocel ALL, TURBO mode (575 frames), datagram packet socket
topdump : .lzs'tezung on ethl

289 packets received by filter

[root@thermador /rootj# ls -1 MyTrace

—-IW-r=-I-— I root root 3436 May 2 00:52 MyTrace
oct@thermador /root]# []
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Replay with -r option

tcpdump -r <rawfile> <text file>

00:52:12.062888 B froot@thermador /rootj# tcpdump -r MyTrace > outfile
froot@thermador sroot]# ls
1stTest.c cFile dnsCache.db miifile outfile
Des dumpfile t drt
hostsiInfo.db i ypescript
| axhome intop_history ntop pw.db wdl-install.log
[root@thermador /root]# more outfile
00:52:12.062889 B arp who-has 10.100.22.138 tell cuisinart
12.062889 > arp reply 10.100.22.138 (0:d0:59:16:6d.:c0) is-at 0:d0:59:1
0 (0:a0:cc:3e:c5:41)
12.062889 < cuisinart > 10.100.22.138: i : echo request (DF)
:12.062889 > 10.100.28.138 > cuisinart: i : echo
. 072889 < cuisinart > 10.100.29.138: i : echo
.072889 » 10.100.29.138 > cuisinart: 1 : echo
. 072882 < cuisinart > 10.100.22.138: 1 : echo
.072888 > 10.100.29.138 > cuisinart: i : echo
. 072889 < cuisinart > 10.100.29.138: i : echo
:52:15.072889 > 10.100.29.138 > cuisinart: icmp: echo reply (DF)
[root@thermador Jsroot}# tcpdump -r -v MyTrace > out?2
tcpdwnp -v: No such file or directory
Srootj# tep np -V -r MyTrace > out2
[root@thermador /root j# more out2
00 : 12 062559 B arp who-has 10.100.29.138 tell cuisinart
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-v works on playback too

File Edit  Sertings  Help

[root@thermador /root]# tcpdump -v -r MyTrace > cutl

[root@thermador /root]# more out2
. 062882 B arp who-has 10.100.229.138 tell cuisinart
. 062889 > arp reply 10.100.29 138 (0:d0:59:16:6d:c0) is-at 0:d0:59:16:6d:c0
:41)
. 0628839
. 062889
. 072889
. 072889
. 0728829
. 072882
. 072889
. 072882
. 072889
. 072889
. 062882
. 062889
. 072882

cuiginart > 10.100.29.138: icmp: request (DF) (ttl e4, id 0)
10.100.292.138 > cuisinart: icmp: reply (DF) (ttl 255, 1
cuisinart > 10.100.29.138: icamp: request (DF) (ttl 64,
10.100.292.138 > cuisinart: i 3 reply (DF) (ttl 255,
cuisinart > 10.100.29.138: i 3 reguest (DF) (ttl 64,
10.100.29.138 > cuisinart: i 4 reply (DF) (ttl 255,
cuisinart > 10.100.29.138: i 3 request (DF) (ttl 64, id 0)
10.100.29.138 > cuisinart: i 3 reply (DF) (ttl 255, id 0)
cuisinart > 10.100.29.138: i 3 request (DF) (ittl 64, id 0)
10.100.292.138 > cuisinart: icmp: reply (DF) (ttl 255, id 0)
arp who-has cuisinart tell 10.100.22.138 (0:d0:52:16:6d: cD)

arp reply cuisinart is-at 0:a0:cc:3e:c5:41 (0:d0:59:16:6d:c0)
cuiginart > 10.100.28.138: icmp: eche regquest (DF) (ttl 64, id 0)
.072889 10.100.22.138 > cuisinart: icmp: echo reply (DF) (ttl 255, id 0)
.842889 cuisinart. 33062 > ns2.mindspring.com.domain: 58237+ A? www.google.
(ttl 64, id 8367)

.952889 B PPPoE PADI [Service-Name] f[Host-Unig "2987"

.872882 P ns2.mindspring.com.domain > culsinart.33069: 58237 1/4/4 W . googl

MYAAVVAVAVAVAVA
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Create Dir | Delete File | Rename File

foot 1

DliEcies ‘ File Edit Capture Display Tools

7

/ Protocol Jiength [info

Desklop/ i "

Thomes X : AHBIT 10,100,23.135 1s at

. cuisinart 10.100,29.138 Echo (ping) request
10,100.23,138 cuisinart Echa (ping) reply
cuisinart 10.100.29,138 Echo (ping) request
10,100,29,138 cuistrart Echo (ping) reply
cuisinart. 10,100,23,138 Echo (ping) requsst

! 10,100,23,138 cuisinart Echo (ping) reply
i cuisinart 10,100,29,138 Echo (ping) request
Fiter] X 10.100.23.138 cuistnart Echo (ping) reply
I~ Enable MAC name resolution X cuisinart. 10.100.29.133 Echo (ping) request
= 10,100,29,138 Echo (ping) reply
I~ Enable network name resolution ! cuisinart. llho has 10,100,13,101? Tell 10,100,29,138
cuisinart . 10,100,12,101 is at 00
= Enable fransport name resolution 15 5000000 cuisinart 10,100,29,138 Echo (ping) request
Jl_16 5 minnon 10 100 29 138 s nart Frhn (ninn) renlu
{ selection: /oot T
[MyTrace

rane 1 (80 on wire, 60 captured)
thernet 11

OK Cancel 5 iddress Resalution Protocel (request)
(=0

[0000 FF FF FF FF f FF 00 a0 cc 3o <5 41 0B 06 00 01 ., wiadiligs
[X10 080006 04 00 01 00 a0 co fo <5 L 0 bt 04 G0 . >ohdee

69000 00 00 06 00 00 0n 41 fia 66 00 06 66 00 60 4
/] meset][Fite MyTrace ,J
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Can't sniff across a switch?

7 M

telnet and tcpdump

Use telnet to
start tcpdump
on one of the
stations writing
to a file

© David Morgan 2003-14

Upload the trace
file and replay
with Ethereal

© David Morgan 2003-14
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Analysis tools for dump files

sanitize
tcpdpriv
tcpflow
tcp-reduce
tcpshow
tcpslice
trafshow

© David Morgan 2003-14

pts for Sanitizing TCPDUMP Trace etscap =181 =]

. Ble Edt Vew Go Bookmaks Took Wendow Help

0.0.0 0 orme= = D

Sanitize
Deseription
Sanitize is a collection of five {simple) Bourne shell scripts for reduring fepdump traces in order to address security and privacy concerns, by remumbering
hosts and stripping out packet contents. Each script takes as imput a fcpdusmp trace file and generates to stdout a reduced, ASCII file in fixed-column format.
The scripts are
 sanitize-tep - reduce all TCP packets
+ sanitize-syn-fin - reduce TCP SYN/FIN/RST packets
o canitize-udy - reduce UDP packets
+ sanitize-encag - reduce encapsulated IP packets (usually MBone)
* saxitize-other - reduce any other types of packets -
The reductions performed by the script wary depending on the type of traffic. For example, reduced TCP traffic retains the packet size (amount of user data),
while other reduced traffic does not. See Limitations below for details,
Requirements
The scripts are written using Bourne shell, tepdump, and the common Unix utilities sed and awlk. The author believes the scripts work with "old" awle, but it's
possible that recent changes to the scripts have broken this. The soripts definitely work with "neve” awk.
Limitations
The scripts discard all packet contents, The size of the packet Jata contents are retained only for TCP traffic. For encapsulated IP traffic (usvally MBone), and
for non-TCP, nen-UDP, non-encap-IP traffic, only timestarmps are generated. The script for reducing TCP SYN/FIN/RST packets is separate from the one
for reducing all TCP packets, 5o the host performed by each will be
Acknowledgements
Written by Vern Pason. No acknowledgement in publications is necessary. Report bugs to vern@ee. lbl.gav
Version
The current release is 1.0. Tt has been used for reducing some large traces and is believed free of blatant bugs. Updates will appear directly in the Internet
Traffic Archive
Restrictions
The author places the software in the public domain. Tt may be freely redistributed, etc
Documentation =
Gl T =P

Hotat| | B A EOHEE D D@ | Qo | Breare., | Bt .| Bodes  |[@scriptsh. Sescrant. | [VEd g8 2ss5pm
D



sanitize

e Collection of shell scripts
sanitize-tcp
sanitize-syn-fin
sanitize-udp
sanitize-encap
sanitize-other
e Each filters out all packets except...
e Rewrites remaining packets
— less info
— renumbered (not actual) addresses

© David Morgan 2003-14
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.| He Edt View Go Bookmarks Tools Windon Help

OO @O @ O D [ nttpsjfrwamw. crlomud.orgljelsanfsoftwareftcpfiony | [Bs search | do @
tepflow -- A TCP Flow Recorder

Downloads and Documentation il

The most recent version of tepflow is v0.20, released 26 February 2001, You can alzo see the history of previous releases

There is an HTMLized version of the tepflow man page

topflow is free software, distributed under the GITT General Public License (GPLY; see the fils COPYING (in the distribution) for details
Sources and " Official” Builds

+ Version 0.20 source tarball (EITTP, FTP)
« Version 0.20 Source RPM (HTTP. FTP)

+ Version 0.20 Linu i386 binary RPM (HITE FIP)

+ Previous versions (HTTP, FTP)

* CVS Repository Access (using CVS tools, or browsable on the web)

Contributed Builds and Packages (off site)

+ Debian package by Robert McQueen
+ FreeBSD Port by Jose M. Aleaide

+ OpenBSD Package (f's in there somewhere)

* Sclaris 8 SPARC Binary from SunFreeware com
+ Mac OS X package by Marc Livanage

‘What is tcpflow?

tepflow is a program that captures data transmitted as part of TGP comections (lows), and stores the data in a way that is convenient for protocol analysis or
debugging. A program like 'tepdump' shows a summary of packets seen on the wire, but usually doesn't store the data that's actually being transmitted. In contrast,

tepflow reconstructs the actual data streams and stores sach flow in a separate fils for later analysis =
(3 G B OF £ | Aty o, civclemudorgoub jslson AcpFom tcp Row-0.20-1,386 rpm = I




tcpflow

e apply to tcpdump-style capture file
e segregates traffic by TCP connection

— uniquely identified by quartet of 2 IP
addresses and 2 ports

e extracts data only, from each connection

e stores it in separate files whose names
reflect the connection

© David Morgan 2003-14

D-1S0 C
pts fo ISETES
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i OQO @ 0 Q [§ piitace.el duce bl | [GSearch ‘30@

TCP-Reduce
Description
TUP-Reduce is a callection of Bourne shell scripts for reducing fepdurp traces to one-line summeries of cach TCP connection present in the trace. The
scripts are;
* tcp-reduce - takes a fepdump trace file as an argument and writes a sorted summary to stdout,
o tep-conp - an internal awke seript that does all the work
* tcp-summary - an awk script that generates a per-protocel summary of all of the TCP connections produced by tep-reduce.
Requirements
The scripts are written using Bourns shell, fopdump, and the common Unix utlitiss sed, sar, and awk. The author dossa't know ifthe soripts will work with
*old" awk (please let me know), so you may need to bring up a version of "new" awlk such as mawk (T don't have an FTP site for this) or gawk,
Limitations
The scripts look ondy at TCP SYN/FIN/RST packets. Connections without SYN packets in the trace (such as those on-going at the beginning of the trace)
will zof appear in the summery, Garbaged packets (those tmissing some of their contents) are repotted to stdarr as bogon's and are distarded. Occasionaly |
the script gets fooled by retransmissions with altered scquence numbers, and reports erroncous huge connection sizes - always cheek large connections (say |
100 MB or more) for plausibility.
Acknowledgements
Written by Vern Paxson. No acknowledgement in publications is necessary. Report bugs to verng@iee.lblgav
Version
The current release is 1.0, It has been derived from a similar script that I'we been using for a long time, which is quite solid. The derivation process however
way have introduced some bugs. Updates will appear directly in the Intemmet Traffic Archive
Restrictions
The software is copyrighted by the U.C". Regents (a "BSD-style’ copyright). See the file COPYING either here or at the beginning of the fep-coms script for
details. This copyright means you can redistribute the software feely, provided you keep the authorship information intact.
Documentation
Distribution
Awailable from the Archive in fompressed far format (14 KE)
Up to Software In The Internet Traffic Archive =
(5 oA B O F1 | Rpiffitace bl gousohware fop-raduce-1.0 tsr.2 ==y



tcp-reduce

e single-line summary, each TCP connection
e information fields

time and duration

protocol

bytes sent, each side

TCP state at termination

© David Morgan 2003-14
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OOO Q O O | [Cegearen)
TCPslice

Another tool that tepdump users might find useful is tepslice
frpihiftp ee lbl lice tar.Z, also mirored here. topslice allows the subsetting of a captured data fle using various criterea

TCPTrace

TCPTrace analyzes the behavior of captured TCP streams, and acoepts many trace fle formats (including peap). It provides connection statistics and several types of
graphs, inchiding the widely-used time-sequence graphs

tepflow

tepflow is & program that capures data transitied as part of TCP connections (ows), and stores the data in away that is converient for profocal analysis o
debugging A program Hee ‘topdump! shows a summary of packets seen on the wire, but usually docsn't store the data that's actually being transmitted. In contrast,
topflow reconstructs the actual data streams and stores each flow in a separate file for later analysis

snort

Bro

Network Top

which fanctions as & command-line (well, fill-screen) "network 'top", showing whio's sending most of the data on a network, as well as a Web server that can cough
up Cherts And Graphs from network traffic (or, at least, can cough up tables that can be fed to gauplot to draw charts and graphs)

(5 oA & OF £ | Feipi s tepaump vgiother fepsies tar 2 I v [



tcpslice

e extract dump file parcels by timestamp
interval

e glue them together

© David Morgan 2003-14

browseclassweb: a sample
capture file

e contains session of browsing
homepage.smc.edu/morgan_david

e entails 2 TCP conversations
— primary fetch html file for the page

— secondary fetch of enigma.jpg, referenced
within the page

© David Morgan 2003-14
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browseclassweb

@ browsedlassweb - Ethereal

File Edit Capture Display Tools

No.. [Time  [Source Destination [Protacel [info

000000 64.130.228. 61 206.13.30.12 oNs Standard query A homepage. smc.edu

L, 050135 206.13.30.12 64.130.228.61 DNS Standard query response A 198.147.67.246

. 033303 64.130.228.61 108.147.67.246 TCP 1185 > 80 [SYM] Seq=1948366774 Ack=0 win=32120 Len=0
.133898 198.147.67.246 64,130.228.61 TCP 80 » 1195 [SYN, ACK] Seq=2528936297 Ack=1948366775 win-828(
.134018 64.120.228. 61 108.147.67.246 TCP 1195 > 80 [ACK] Seq=1948366775 Ack=2528036208 win=32120 Ler
.134908 64.130.228.61 158.147.67.246 HTTP GET /morgan_david/ HTTP/L.0

. 271436 108.147.67. 246 64.130.228.61 HTTR/1.1 200 OK

. 271593 64.130.228. 61 198.147.67.246 1195 > 80 [AcK] Seq=1948367073 Ack=2528937678 win=31740 Ler
L, 292977 198.147.67.246 ©64.130.228.61 Continuation

. 306988 64.120.228. 61 108.147.67.246 1195 > 80 [ACK] Seq=10948367073 Ack=2528038547 win=30871 Lar
412899 64.130.228.61 198.147.67.246 1196 > 80 [SYN] Seq=1950236493 Ack=0 win=32120 Len:

.454371 108.147.67. 246 64.130.228. 61 80 > 1196 [SYN, ACK] Seq=3319228758 Ack=1050236404 win=828(
454506 64.130.228.61 1595.147.67.246 1196 > 80 [AcKk] Seq=1950236494 Ack=3319228759 win=32120 Ler

OO B W

. 588285 198.147.67.246 6.130.228. 61 HTTR/L.1 200 ok

. 588423 64.130,228.61 198.147.67.246 1196 > 80 [ACK] Seq=1050236845 Ack-3310230139 win-31740 Ler
622637 198.147.67.246 &1 continuation

.646992 64.130,228.61 .147. 67,246 1186 > 80 [ACK] Seq=1950236845 Ack=3319231519 win=31740 Ler
674451 108.147.67.246 .120.228.61 continuation

Frame 14 (405 on wire, 405 captured)

ethernet 11

Internet Protocol, Sre Addri 64.130.228.61 (64.130.228.61), DSt Addr: 108.147.67.246 (108,147.67.246)

Transmission control protocol, src Port: 1186 (1196), Dst POrT: 80 (80), Seq: 1050236494, Ack: 3310228759, Len: 351
Hypertext Transfer Protocol

enigns.
L0
//ham
id/..con
Keap-A1
r_agent :
/4.61 [e

j Reset| Apply|[File: browseclassweb
WMot | G @ OB @@ || a | Feoh o, | Blewe,...| Ssere.. | [@broven, BV, | Base..| [BY
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I Tera Term - 192.168.3.4 YT
File Edit Setup Control “Window Help

[rootBEMACHL test1#f 1=

[rootBEMACHL testl#f tcpflow —» Aroot/captures/cs?B-browseclassueb
[rootBEMACHL test1ff 1s

64.138.228.861.81195-198.147.867.246 .00880

64.130.228 .961 .A1196—198.147 867 .246 . BOA8A

98.147.0867.246 .AAA8A-A64.138.228 .961 .A1195

98.147.867.246 .AAAEA-A64.130.228 861 .A1196

[rootPEMACHL test1#

[rootBEMACHL test1f#f cat 198.147.067.246 . P0A8A-A64.130.228 86181195
TTP-/1.1 288 0K

erver: Microsoft-115-4_8

onnection: keep—alive

ontent—Location: http:- homepage.smc.edus/morgan_david-Default_htm
ate: Fri, 27 Sep 2082 A7:56:28 GMT

ontent—Type: textrhtml

ccept—Rangez: hytes

ast—Modified: Fri. 13 Sep 2382 19:58:85 GHT

Tag: "h2998dc15e5he21=7E72E8"

ontent—Length: 1928

html>

head >
meta http-equiv="Content-Type" content="text html; charset=windows—-1252"> :j

© David Morgan 2003-14

tcp-reduce

I Tera Term - 192.168.3.4 ¥T
File' Edit Setup Contral ‘Window Help

[rootPEMACHL tcp—reduce—1_81# . tcp—reduce ~root-scaptures scs7B-brouseclassueb
1A33113382.367385 ? other-http ? 7 1 64.13A.228.61 51
18331133892.686981 7 other-http ? 7 1 64.130.228.61 51

[rootPEMACH1 tcp—reduce-1.6814#

[rootPEMACH1 tcp—reduce—1._81#

[rootPEMACHL tcp—reduce—1.81# _/tcpreduce sample.cap
1A59691032.333123 12.0887 other—ftp 187 692 1 192.168. 3 4 SF
1A59691040.500487 A.194056 other—25617 B 5853 1 192.168.3.4 SF
1059691042 _8A5959 A.0820751 other—38746 B 1232 1 192.168.3.4 SF
1059691049 .483643 0.6018%914 other—http 595 153 2 192.168.3.3 SF
[rootPEMACH]L tcp—reduce—-1.681#

[rootPEMACH1 tcp—reduce-1.81# .- tcp-reduce sample.cap | ./tcp—summary
proto #f conn KBytes # 8F » loc » ngh

o ther—xooc
[rootPEMACHL tcp— reduce i B]# [ ]
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sanitize

BT
File Edit Setup Conkrol ‘Window Help

[rootBPEMACHL sanitize-1. E]ﬂ ./sanitize-tcp Aroot/captures/cs?@/brouwseclassueh :]
B33113382.367385 1 2 1195 8 8

-4@879808 1 5
-488100
-4889%0
-545518
-545675
-567059
-tgi1@7a
-686981
-728453
-728588
2729767
-862367
-8625@5

I
File Edit Setup Control Window Help

[rootBEMACHT sanitize-1.81# ./sanitize-syn-fin /y-nnt/captu»es/cs?ﬂ/hrnwseclasswe:j
h

9.407980 3 1 @ 1195 § 2528936297:2528936297 1948366775

B.728453 3 1 B 1196 § 3319228758:3319228758 1950236494
[rootBEMACH1 sanitize—1.81#

[rnntEENﬂCHl sanltlze—i a1
[root nitize-1.81# ./sanitize-udp /root-/captures/cs?@-brouseclassuweh
133311338? 274382 1 2 1325 62558

[rnntEEMﬂCHl sanltlze—i ais i

B LI LI L B R G R LI B R G

885278
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tcpslice

Eile Edit Setup Control Window Help

[rootPEMACHL testl#f 1=
[rootPEMACHL test1#f tcpslice —w test srootscapturesscs?B-brouwseclassuweh
[root@PEMACHL testll 1s

est

[rootBEMACHL testl#f

[root@EMACHL test1#f tcpdump —nr tes

A : 36 233334382 64.130.228.61.1825 ) 286.13.30.12 .domain: 62558+ A? homepage.sm
.edu.

A:56:29.324217 236 13.38.12.domain > 64.130.228_61.1825: 62558= 1-8-8 A 198.14
.67.246 (58> {DF

A:56:29.367385 64 130.228 .61.1195 > 198.147.67.246 http: § 1948366?74 194836677
(B> win 32120 <{mss 1468.zackOK.timestamp 4124838 B.nop.wscale B> (DF>

A:56:29 487980 198.147.67.246_http > 64.130.228.61.1195: § 2528936297 252893629
(B> ack 1948366775 win B288 <mss 138> (DF>

A:56:29 488100 64.13A.228 .61.1195 > 198.147.67.246 . http: . ack 1 win 32128 (DF>
g5g362353?8993 64.130.228.61.1195 > 198.147.67.246 _http: P 1:292¢(298> ack 1 win
A:56:29 545518 198.147.67.246 http > 64.130.228.61.1195: . 1:1381¢1388> ack 299
win 7982 <DF>

2;56:29.545675 64.130.228.61.1195 > 198.147.67.246 _http: . ack 1381 win 31748 ¢

B:56:29.567059 198.147.67.246_http > 64.130.228.61.1195: P 1381:2258(86%> ack 2
? win 7982 (DF>
B:56:29 581070 64.130.228 .61.1195 > 198.147.67.246 _http: ack 2258 win 38871 (:j
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